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1. Problem 2. Our Solution: CAMPrints

e A Surge in Online Image Theft: e Detect online image theft using PRNU-induced noise pattern in

o Unauthorized use of copyrighted photos images as physical evidence of ownership
O Incur significant monetary loss to photographers
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e Using Camera ”Flngerprlnts as “Phy5|cal Token
O Provide evidence of ownership of online photos reference photos
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® Design of CAMPrints

O Photo Response Non-Uniformity (PRNU) is the key
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e State-of-the-art Solutions are Limited
O Sensitive to geometric transformations and distortions
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4. Evaluation

3. Challenges and Solutions

e Challenge #1: Image Editing Operations ® Experiment Setup
o A wide range of types, parameters and combinations O At least three different instances per make-and-model
o Freely edit as long as preserving content/quality O Train with only four operations and test on 40 other ops. and combs.

e Solution #1: Representative Image Editing 5 brands

O Select a small yet representative set of operations
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O Categorize and quantify the effects of operations . — “Nodel ' combinations  Data Pair
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e Challenge #2: Multiple Sources of Noise ® Performance of CAMPrints

O Achieve overall average AUC of 0.92, outperform baselines by 1.8x

O Noise pattern extracted from denoising is imperfect | _ | -~
O Generalize across varying experimental conditions

O Contains a mixture of content noise and sensor noise
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e Solution #2: Triplet Contrastive Learning : :
O Form triplets using device ID and data augmentation >. Discussion
O Control the image content within the triplets
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O Co-existence of physical and digital “tokens” (e.g., invisible Watermarks)

O Open standards for authenticity and provenance of digital content
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