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The story of Salvator Mundi …

Provenance
• Something’s origin
• A record of ownership; a guide 

to authenticity or quality

2017
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Origin

History Past ownership

Restorations Hidden layers

By Leonardo da Vinci

Sold for only £45

Sold for $450M



The story of Salvator Mundi …

Provenance
• Something’s origin
• A record of ownership; a guide 

to authenticity or quality

2017

1958

Origin

History Past ownership

Restorations Hidden layers

By Leonardo da Vinci

Sold for only £45

Sold for $450M

The value of an artifact depends on our ability to 
verify its origin, its authenticity and its history.
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Modern society relies on provenance to build trust

Physical Domain
e.g., liquids & medicines

Digital Domain
e.g., images & videos

Labels & Packaging

Deployable systems to find fundamental 
evidence tied to the artifact itself

Physical Fingerprint:
Spectroscopy

(e.g., material properties)

Digital Fingerprint:
(e.g., content-tied traces)

Fragile surface cues
Duplicated & Forged Photography Copied/Edited

Metadata
Stripped & Altered



MetadataLabels & Packaging

Extrinsic vs. Intrinsic provenance systems

Physical Domain
e.g., liquids & medicines

Digital Domain
e.g., images & videos

Physical Fingerprint:
Spectroscopy

(e.g., chemical compo.)

Digital Fingerprint:
Hashing & digital 

signature

Fragile surface cues
Duplicated & Forged Photography Copied/EditedStripped & Altered

Extrinsic 
Provenance
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Deployable systems to find fundamental 
evidence tied to the artifact itself

Intrinsic 
Provenance
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Intrinsic solutions are expensive and inaccessible

Specialized equipment
& proprietary software

Expert analysis

Inaccessible

Democratize Intrinsic Provenance

With everyday devices
e.g., smartphones, tablets

High-quality RGB cameras

Increasing processing power

Scientific Tools



Intrinsic solutions are expensive and inaccessible

Specialized equipment
& proprietary software

Expert analysis

High-quality RGB cameras

Increasing processing power

My research focuses on democratizing intrinsic 
provenance systems with everyday devices.
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Research landscape

Extrinsic Provenance Intrinsic Provenance

Existing Approaches Our Research Focuses

Blockchain
Technology

Database
& Logs

External 
Labels & 
Metadata

Physical Domain Digital Domain Latent Domain
e.g., liquids & medicines e.g., images & videos e.g., embeddings & weights
RGB cameras only

Low-cost, high-speed 
sensors; sensor fusion …

Content capture/creation

Content itself

Liquid form
[MobiSys’22]

Fabric form
[SenSys’23]

Powdered form
[MobiSys’24]

Digital Art
(Ongoing…)

Watermarks [S&P’26]

Perceptual Hashing
[ArtSec’26] + more…

Inference behavior

Embeddings
[MobiSys’26]

Model-as-service

more…

Human-AI collaboration

more…

Photography
[MobiSys’25]
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Counterfeit liquid food products
● Detrimental health effects to consumers
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Counterfeit liquid food products
● Detrimental health effects to consumers
● Significant monetary loss to manufacturers
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Peanut Soybean Corn

Usually 30 – 50%

Olive Oil

Original Substitutes

Adulteration

Up to $700 Less than $5

Adulteration is the main source of counterfeits
● Replace a large portion of liquid content with substitutes
● Package in authentic bottles and seal to factory standards

12



Use case: verify authenticity of olive oil
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How can you tell which one is 
authentic?

1 2 3 4 5

Use case: verify authenticity of olive oil

Authentic

14



1 2 3 4 5

Disadvantage:

● Require costly and specialized equipment

● Require opening of the bottle to take liquid samples

Optical-based Mechanical-based

State-of-the-art solutions
● Industrial and laboratorial solutions

15



1 2 3 4 5

Disadvantage:

● Require additional and specialized equipment

● Require opening of the bottle and controlled settings

Wireless signals

[Ha, NSDI’20]

Smartphone vibration

[Yue, MobiSys’19] [Huang, MobiCom’21]

State-of-the-art solutions
● Academic proposals
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Can we verify authenticity without opening bottles and 
using only commodity devices?
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Our Work: LiquidHash

Liquid properties

Hash checksum 
verification

18

Intrinsic Provenance



Density

Viscosity

Surface tension

Liquid properties
● Unique liquid properties in each type of liquid

19



Density

Viscosity

Surface tension

Liquid 
properties

Liquid 
authenticity

● Unique liquid properties in each type of liquid

20

Liquid properties



Liquid 
properties

Liquid 
authenticity

● Unique liquid properties in each type of liquid
● Using cameras to directly measure liquid properties is not practical

21

Liquid properties

This constrained setup 
has limited granularity of 

information!

What do we do with this setup?



Size

Shape

Speed

Bubble 
characteristics

Bubble characteristics
● Bubble characteristics are a model of liquid properties
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Infer

Liquid 
properties

Liquid 
authenticity

Bubble 
characteristics

● Bubble characteristics are a model of liquid properties
● Capture bubbles to infer liquid authenticity

23

Bubble characteristics

Core idea of 

LiquidHash



Human interaction:
Flip once!

Our Work: LiquidHash

24



Bubble
characteristics

Trained
Model

Our Work: LiquidHash
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● Noise in measuring bubble characteristics in each test

● Noise due to human behavior

● Noise due to liquid movement

① Rotation Motion

④ Bubble Trajectories③ Bubble Shapes

②Camera Placement

26

Challenge #1: multiple sources of noise



● Noise due to human behavior

②Camera Placement

Angle

Distortion of 
bubblesDistance

Varying 
resolutions

27

① Rotation Motion

Test 1 Test 2

Challenge #1: multiple sources of noise



● Noise due to liquid movement

③ Bubble Shapes

Irregular

Regular

Consistent across tests 28

④ Bubble Trajectories

time

Uniform

Consistent across tests

Erratic

Challenge #1: multiple sources of noise



● Difference in bubble characteristics could be minute

100% 
Olive Oil

70% Olive Oil 
+ 30% Sunflower Oil

Minute difference

29

Large difference

+

Challenge #2: minute differences in characteristics



● Difference in bubble characteristics could be minute

Feature 
extraction

100% 
Olive Oil

70% Olive Oil 
+ 30% Sunflower Oil

100% Olive Oil
70% Olive Oil + 
30% Sunflower Oil

30

● Require fine-grained and accurate feature extraction

Challenge #2: minute differences in characteristics



System Design of LiquidHash

For challenge #1: 
Multiple sources of noise

For challenge #2: 
Minute difference

Goal: To verify authenticity leveraging observed bubble characteristics
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Pre-processing

Goal: To select and process frames to remove noise from multiple sources

Pre-screening 
Test OK Retry

Output

Processed 
frames

Input

Video frames

Processing

Selected 
frames

Crop 
Region

Rotation

Frame Selection

… … ……

CutCut Steady
Frames

32



Bubble Feature Extraction

Goal: To extract fine-grained and distinguishable features

Input

Processed 
frames

Bubble Segmentation

Enhancing 
contrast U-Net Ellipse 

Fitting

Tracking

Unique bubble 
trajectories

Output

Bubble features
(per bubble)

Statistical
features

33

Bubble characteristics
(size, shape and speed)



Prediction

Goal: To decide liquid authenticity leveraging extracted bubble features
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● We test LiquidHash with olive oil, honey and vodka

o 3 instances of authentic liquid products

o 8 instances of adulterated liquid products

authentic

olive oil

honey

vodka

adulterants

peanut sunflower corn soybean

syrup honey

soju water

Evaluation setup

35



● For each instance, we test two detection methods

vs

LiquidHash
70 tests x 5 Participants

Leave-one-out approach

1 2 3 4 5

Baseline: No Assistance
Participants can interact freely with liquid 

products except opening the bottles

Evaluation setup
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● Demonstrates overall detection 

accuracy up to 95%

● Robust against camera-to-bottle 

distances

● Robust against video framerates

● Generalizes across adulterant 

concentrations

● Generalizes across bottle dimensions

Summary of evaluation results
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● LiquidHash outperforms No Assistance baseline in all use cases of 

olive oil, honey and vodka

Main results
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Discussion
①Accessible intrinsic provenance

● Attack is extremely costly as 
evidences are difficult to fake

● Consumer empowerment serves 
as a deterrent

39

②Opaque materials

● Increasing usage of 
transparent bottles

● Utilize other modalities 
(e.g., IR sensing)

Transparent

Opaque

③ Future opportunities

● Low-cost, high-speed 
sensors (e.g., EVS)

● Sensor fusion and 
crowd sourcing
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Focus of this talk

Existing Approaches Our Research Focuses

Blockchain
Technology

Database
& Logs

External 
Labels & 
Metadata

Physical Domain Digital Domain Latent Domain
e.g., liquids & medicines e.g., images & videos e.g., embeddings & weights
RGB cameras only

Liquid form
[MobiSys’22]

Powdered form
[MobiSys’24]

Fabric form
[SenSys’23]

Low-cost, high-speed 
sensors; sensor fusion …

Content capture/creation

Content itself

Photography
[MobiSys’25]

Digital Art
(Ongoing…)

Watermarks [S&P’26]

Inference behavior

Embeddings
[MobiSys’26]

Model-as-service

Human-AI collaboration

more…

more…

Extrinsic Provenance

Perceptual Hashing
[ArtSec’26] + more…

Intrinsic Provenance



A Surge in Online Image Theft

41

● Unauthorized use of copyrighted photos and images



Scenario: Combat Image Theft

Shared

42

Steal images after 
image editing

Charlie’s iPhone 
Photo Album

Charlie Mallory

Post on Mallory’s 
social media

Image Editing



Scenario: Combat Image Theft

43

How to help Charlie combat 
image theft?

Search from image database
Physical Proof of 

Ownership

“Physical Token”



Hardware traces
due to manufacturing 

imperfections

Utilize Camera “Fingerprints”

“Fingerprint”

44

● Unique hardware traces due to manufacturing imperfections
● Identify the specific camera that took a particular photo



Imperfect
Each pixel has
some offsets

PRNU-Induced
Noise Pattern

Perfect
Same value across 

all pixels

45

PRNU: The Most Distinctive Hardware Trace
● Photo Response Non-Uniformity (PRNU) captures differences in electrical 

conductivities of photodiodes in image sensor

Image Sensor 

Uniform
white light
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PRNU: The Most Distinctive Hardware Trace
● PRNU is a noise pattern residing in images
● Same sensor produces similar patterns regardless of image editing

Image Sensor 

Uniform
white light

PRNU-Induced
Noise Pattern

Original Image

Edited Image



PRNU 
Extraction

Reference Noise Pattern, 
Ref

Compare similarity
Sim. > Threshold ? 47

Related Work: General Pipeline of Using PRNU

PRNU 
Matching

Test Noise Pattern, Test
(From A Suspicious Image) 

TestRef

An Image Taken by 
Charlie’s iPhone

● Related work focuses on extracting and matching noise patterns
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Related Work: Limitations
● Extremely sensitive to geometric transformations and distortions

Examples of Transformations

PRNU 
Matching

Examples of Distortions

f1 fn…Transformation functions
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Test A
(f1: color effects)

Test B
(f2: distortion)

Test C
(f3: crop+resize)

Sim.

A B C
Test

Threshold

Failure!

Related Work: Limitations
● Extremely sensitive to geometric transformations and distortions

We need a robust solution
when Ref and Test are 
not spatially aligned

Examples of noise patterns

For illustration purpose

Ref
(original)



50

Can we detect image theft even when attackers 
could freely edit images?



Threat Model

51

● Attacker’s goal: 
o Alter the image to avoid detection of image theft 
o Preserve image content and quality for economic value

● Attacker’s capabilities:
o Use image editing software and test against detection methods
o No transformations that completely alter or regenerate the image

Completely alter or regenerate



Our Work: CAMPrints

52

● Detect online image theft using camera “fingerprints” (i.e., PRNU-induced 
noise pattern) as physical proof of ownership

Notify
Charlie

Coarse-Grained 
Detection

1

Image 
database

Sync

Charlie provides 
reference photos 

taken by his device

CAMPrints
Fine-Grained 

Detection
2

Suspicious Reference
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Core Idea of CAMPrints
● A noise pattern should be recognizable even after transformations

Test A
(f1: color effects)

Test B
(f2: distortion)

Test C
(f3: crop+resize)

Ref
(original)
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Core Idea of CAMPrints
● A noise pattern should be recognizable even after transformations

Representation Learning
form tight clusters regardless of 

transformations (fn)

Camera 1 Camera 2

Camera 3Processed
by f1

Processed
by f2

Processed
by f3

Test A
(f1: color effects)

Test B
(f2: distortion)

Test C
(f3: crop+resize)

Ref
(original)
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Challenge #1: Image Editing Operations
● Freely edit images as long as image content and quality is preserved (i.e., 

within a quality budget)
● A wide range of image editing types and combinations

Examples of image editing 
operations on iOS 

Examples of image editing 
operations on Photoshop
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Challenge #2: Multiple Sources of Noises
● Extraction of noise pattern is imperfect
● Contains a mixture of content noises and sensor noises

Input 
Image

Extracted 
Noise Pattern

Separate content-induced 
noise and sensor noise

Content noises
(e.g., edges, 

textures)
Sensor noises

(our target)



Design of CAMPrints

Training Phase
Input

Public Dataset of Images and 
Corresponding Camera Labels

Verification Phase
Input

Reference and Suspected

Noise Pattern 
Extractor

Embedding
Extractor

Matching

Notify Users

57

Data 
Processing

    

Noise Pattern 
Extractor

Embedding
Extractor

For Challenge #1
Image Editing Operations

For Challenge #2
Multiple Sources of Noises



Design of CAMPrints

Training Phase
Input

Public Dataset of Images and 
Corresponding Camera Labels

58

Data 
Processing

    

Noise Pattern 
Extractor

Embedding
Extractor

For Challenge #1
Image Editing Operations

(                   )
f1

fn

…



Data Processing: Representative Image Editing

59

● We select a small yet representative set of image editing
● Categorize the effects of image editing

Original

Effect (1) Pixel value changes from Color1 to Color2

Color Effects

Effect (2) Pixel location shifts from Loc1 to Loc2

Crop + Resize

Loc1 = (13, 5)

Loc2 = (12, 8)



Data Processing: Representative Image Editing

60

● Quantify pixel value changes using histograms
● Quantify pixel location shifts using motion vectors

Motion VectorColor Histogram 
Difference

Effect (1)

Effect (2)



Data Processing: Representative Image Editing

61

● 2D feature space simulating both effect (1) pixel value changes and (2) 
pixel location shifts

Feature Space
to characterize image editing

A

DC

B E

F

Effect (2)

Motion Vector

Effect (1)

Color Histogram 
Difference



Data Processing: Representative Image Editing

62

● Select largest spanning circle as the representative operation
● Continue selecting to fill up the uncovered regions

A

DC

B E

F

Effect (2)

Motion Vector

Effect (1)

Color Histogram 
Difference

Set (A, B, E, F) is one of the 
representative set



Design of CAMPrints

Training Phase
Input

Public Dataset of Images and 
Corresponding Camera Labels

63

Data 
Processing

    

Noise Pattern 
Extractor

Embedding
Extractor



Design of CAMPrints

Training Phase
Input

Public Dataset of Images and 
Corresponding Camera Labels
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Data 
Processing

    

Noise Pattern 
Extractor

Embedding
Extractor

For Challenge #2
Multiple Sources of Noises



Embedding Extractor

65

Goal: Encode noise pattern into latent representation to 
1. Filter out content-induced noises
2. Maximize similarity between features from the same device



Different 
Device

Embedding Extractor

66

Goal: Encode noise pattern into latent representation to 
1. Filter out content-induced noises

anc
Reference Image

Content

pos
Different Image

Content

neg
Similar Image 

Content

Same 
Device

anc_embed

pos_embed

neg_embed

Maximize similarity

Minimize 
similarity



Embedding Extractor

67

Goal: Encode noise pattern into latent representation to 
1. Filter out content-induced noises
2. Maximize similarity between features originating from same device 

despite image editing



Experiment setup
● We ensure at least three different instances per make-and-model to 

evaluate the instance-level accuracy 

● We train the model with only four operations and test on 40 other operations 
and combinations

68



● Demonstrates overall average AUC of 

0.92, outperform baseline methods by 

1.8x

● Remains compatible to existing PRNU 

extraction methods

● Remains robust against number and 

order of image operations

● Generalizes to unseen image processing 

operations

● Generalizes across commercial software

● Yields 80% less false positives compared 

to Reverse Image Search

Summary of evaluation results

69

PRNU 
Extraction



● CAMPrints significantly outperforms baselines by up to 1.8x in terms of 
AUC, especially for geometric transformations

Overall performance
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Discussion

Real-world impact
Potential integration into
● Social media and photo sharing 

platforms 
● Copyright monitoring services

Pixsy, an example copyright 
monitoring service

Future opportunities
● Co-existence of physical and digital 

“tokens” (e.g., invisible watermarks)

● Open standards for digital authenticity 
and provenance

● Online media forensics

CAMPrints

① ②
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Future research
Extrinsic Provenance

Existing Approaches

Blockchain
Technology

Database
& Logs

External 
Labels & 
Metadata

Physical Domain Digital Domain Latent Domain
e.g., liquids & medicines e.g., images & videos e.g., embeddings & weights
RGB cameras only

Liquid form
[MobiSys’22]

Powdered form
[MobiSys’24]

Fabric form
[SenSys’23]

Low-cost, high-speed 
sensors; sensor fusion …

Content capture/creation

Content itself

Photography
[MobiSys’25]

Digital Art
(Ongoing…)

Watermarks [S&P’26]

Inference behavior

Embeddings
[MobiSys’26]

Model-as-service

Human-AI collaboration

more…

more…

Our Research Focuses

Perceptual Hashing
[ArtSec’26] + more…

Intrinsic Provenance



Future research

Existing Approaches Our Research Focuses

Physical Domain Digital Domain Latent Domain

Multimodal
Fusion & Intelligence

Cryptographic Recording 
of Intrinsic Properties

Cross-stack /
Platform integration

Multiple Deployment 
Scenarios / Stakeholders

Hybrid Provenance

73

Extrinsic Provenance Intrinsic Provenance



Broader research theme

Develop ubiquitous systems to build trust.
74

Computing for
Social Good

Spy Cam Detection
[SenSys’21]

e.g.,

Trustworthy Mobile 
Sys. & Apps.

Voice Deepfake
[SEC’24]

e.g.,

Accountable
Human-AI Collab.

Sensor-augmented
Generative AI

e.g.,

Auditable 
Physical AI

Provenance-
augmented JEPA

e.g.,
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Research and industrial collaboration opportunities

Mobile Sensing
(Primary)

Mobile venues
• ACM MobiSys
• ACM MobiCom
• ACM SenSys
• IMWUT UbiComp
• IEEE PerCom

Secure Computing
(Secondary)

Vision / AI venues
• AAAI / IJCAI
• CVPR / ECCV / ICCV
• ICLR / ICML / NIPS

Security venues
• IEEE S&P
• USENIX Security
• ACM CCS

Industrial
Collaboration

• Brand protection

• Logistics / supply chain

• Monitoring services

• Open-source projects

Establish research lab
(UbiTrust)

Services (e.g., 
conference chairs)

Workshop
organization

Conference
organization

Journals
• TMC / TOSN / IOTJ / PMC
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Teaching
Experience

Introductory-level courses 

Graduate-level courses 

• Programming foundation and methodology
• Software engineering practices and projects
• Database systems and information retrieval
• Computer graphics and rendering

• Multimedia systems, security and provenance
• AIoT systems, mobile sensing and distributed AI
• Computer vision
• Human-computer interaction and human-AI collaboration
• Knowledge-driven and explainable AI

I like to design and teach project-based courses
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Thank you!

Bangjie Sun
PhD Candidate | Research Assistant 
National University of Singapore
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