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The story of Salvator Mundi …

Provenance
• Something’s origin
• A record of ownership; a guide 

to authenticity or quality2017

1958

Origin
By Leonardo da Vinci

Sold for only £45

Sold for $450M

Suspect of counterfeit



3

Importance of provenance in modern society
● Problems arise without evidence of origin, authenticity and ownership

Counterfeit consumer goods

Provenance evidence

Origin:
Where do ingredients come from?

Authenticity:
Is it genuine and from an authorized 
seller or brand?

Ownership:
Has it ever been sold, returned, 
resold, or repackaged?

Manufacturers, retailers, consumers
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Importance of provenance in modern society
● Problems arise without evidence of origin, authenticity and ownership

Fake & stolen digital content

Origin:
Who created this image/video? 
What is the original source?

Authenticity:
Is it edited after creation? Is it 
generated by AI?

Ownership:
Who owns the copyright?

Content creators, platforms



Importance of provenance in modern society
● Problems arise without evidence of origin, authenticity and ownership

Counterfeit consumer goods Fake & stolen digital content

Verify the origin, authenticity and ownership of 
physical and digital artifacts.
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We recover provenance evidences, but …
● Existing solutions rely on extrinsic evidences
● Extrinsic provenance: from “name card” attached outside the artifact itself

Differentiation often relies on labels & packaging Examples of extrinsic evidences

Barcode Invisible marker

RFID tags
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Problems with extrinsic provenance
● Easily modified, duplicated, removed, or forged
● More severely, detached from the artifact itself

Examples of extrinsic evidences

Barcode Invisible marker

RFID tags

Second-hand empty perfume bottles

Linked to 
packaging only

It does not tie to 
the artifact itselfPhysical

content
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Intrinsic provenance is the right way
● Intrinsic provenance: from evidence recovered from intrinsic properties 

(“DNA”) inherent to the artifact itself

Laboratory testing

Physical
content

Chemical 
compositions

Physical
properties

Intrinsic properties
(“DNA”)

Specialized equipment
& proprietary software

Expert analysis
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Intrinsic provenance is the right way, but …
● Intrinsic provenance: from evidence recovered from intrinsic properties 

(“DNA”) inherent to the artifact itself

Laboratory testing Ordinary consumer

Inaccessible

Physical
content

Specialized equipment
& proprietary software

Expert analysis
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It applies to digital content as well
● Ubiquitous intrinsic provenance also benefits digital content
● Wide deployment without proprietary software/expertise

Photography Copied/Edited

Metadata

Stripped & Altered

Source device / capture process

Intrinsic (“DNA”)Extrinsic (“Name card”)

Platforms Massive digital media
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My research aims to

Build widely usable intrinsic provenance systems to 
address societal issues in physical and digital domains.
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Research landscape

Physical Domain Digital Domain
e.g., liquids & medicines e.g., images & videos

Liquid form
[MobiSys’22]

Fabric form
[SenSys’23]

Powdered form
[MobiSys’24]

Tackle counterfeit, substandard physical 
products using commodity cameras only

Note: different physical forms require distinct 
scientific insights and technological innovations

Tackle stolen or fake digital content using 
capture or creation process

Fake Image
[Oakland’26]

Photography
[MobiSys’25]

Digital Art
(Ongoing…)

Robust Image Retrieval
[ArtSec’26 co-located with Oakland’26]

For stolen content:

For fake content:

Fake Audio
[Security’24]
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Counterfeit liquid food products
● Detrimental health effects to consumers
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Counterfeit liquid food products
● Detrimental health effects to consumers
● Significant monetary loss to manufacturers
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Peanut Soybean Corn

Usually 30 – 50%

Olive Oil

Original Substitutes

Adulteration

Up to $700 Less than $5

Threat model: counterfeiters adulterate liquid content
● Replace a large portion of liquid content with substitutes
● Package in authentic bottles and seal to factory standards

16



Threat model
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● Counterfeiter’s goal: 
o Adulterate the liquid content to strive for economic gain
o Preserve product appearance and packaging to deceive consumers

● Counterfeiter’s capabilities:
o Use cheap substitutes to replace a substantial portion of original content
o Repackage liquid content in authentic bottles



Use case: verify authenticity of olive oil
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How can you tell which one is 
authentic?

1 2 3 4 5

Use case: verify authenticity of olive oil

Authentic
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1 2 3 4 5

Disadvantage:

● Require costly and specialized equipment

● Require opening of the bottle to take liquid samples

Optical-based Mechanical-based

State-of-the-art solutions
● Industrial and laboratorial solutions
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1 2 3 4 5

Disadvantage:

● Require additional and specialized equipment

● Require opening of the bottle and controlled settings

Wireless signals

[Ha, NSDI’20]

Smartphone vibration

[Yue, MobiSys’19] [Huang, MobiCom’21]

State-of-the-art solutions
● Academic proposals
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Can we verify authenticity without opening bottles and 
using only commodity devices?
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Our Work: LiquidHash

Liquid properties

Hash checksum 
verification
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Intrinsic Provenance



Density

Viscosity

Surface tension

Liquid properties
● Unique liquid properties in each type of liquid
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Density

Viscosity

Surface tension

Liquid 
properties

Liquid 
authenticity

● Unique liquid properties in each type of liquid
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Liquid properties



Liquid 
properties

Liquid 
authenticity

● Unique liquid properties in each type of liquid
● Using cameras to directly measure liquid properties is not practical
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Liquid properties

This constrained setup 
has limited granularity of 

information!

What do we do with this setup?



Size

Shape

Speed

Bubble 
characteristics

Bubble characteristics
● Bubble characteristics are a model of liquid properties
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Infer

Liquid 
properties

Liquid 
authenticity

Bubble 
characteristics

● Bubble characteristics are a model of liquid properties
● Capture bubbles to infer liquid authenticity
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Bubble characteristics

Core idea of 

LiquidHash



Human interaction:
Flip once!

Our Work: LiquidHash
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Bubble
characteristics

Trained
Model

Our Work: LiquidHash
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● We test LiquidHash with olive oil, honey and vodka

o 3 instances of authentic liquid products

o 8 instances of adulterated liquid products

authentic

olive oil

honey

vodka

adulterants

peanut sunflower corn soybean

syrup honey

soju water

Evaluation setup

31



● For each instance, we test two detection methods

vs

LiquidHash
70 tests x 5 Participants

Leave-one-out approach

1 2 3 4 5

Baseline: No Assistance
Participants can interact freely with liquid 

products except opening the bottles

Evaluation setup

32



● Demonstrates overall detection 

accuracy up to 95%

● Robust against camera-to-bottle 

distances

● Robust against video framerates

● Generalizes across adulterant 

concentrations

● Generalizes across bottle dimensions

Summary of evaluation results
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● LiquidHash outperforms No Assistance baseline in all use cases of 

olive oil, honey and vodka

Main results
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General Framework

Data analysis and inference Target

Intrinsic
properties

Camera
(Sensor)

Physics Principles

Learning Algorithms

“Hidden” 
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Methodological Generalization
● Commodity RGB cameras as the tool to extract intrinsic properties
● Utilize capturable physical phenomenon as proxy

...
Physical forms

Capture physical 
phenomenon

“Proxy”
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Research landscape

Physical Domain Digital Domain
e.g., liquids & medicines e.g., images & videos

Liquid form
[MobiSys’22]

Fabric form
[SenSys’23]

Powdered form
[MobiSys’24]

Form Intrinsic properties Phenomenon

Liquid Density, viscosity, 
surface tension Rising air bubbles

Fabric Fiber diameter, volume 
fraction, thickness

Light scattering and 
absorption

Powder Wettability, porosity Droplet deformation

Problem 1: generalize to media modalities
Similar to physical products, different forms of 
digital content require distinct innovations

Problem 2: identify intrinsic properties
Unlike physical properties, intrinsic properties 
of digital content are not as straightforward

Problem 3: extract properties robustly
Adversaries have more control over the digital 
content to “hide” intrinsic properties
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Research landscape

Physical Domain Digital Domain
e.g., liquids & medicines e.g., images & videos

Tackle stolen or fake digital content using 
capture or creation process

Fake Image
[Oakland’26]

Photography
[MobiSys’25]

Digital Art
(Ongoing…)

Robust Image Retrieval
[ArtSec’26 co-located with Oakland’26]

Liquid form
[MobiSys’22]

Fabric form
[SenSys’23]

Powdered form
[MobiSys’24]

Form Intrinsic properties Phenomenon

Liquid Density, viscosity, 
surface tension Rising air bubbles

Fabric Fiber diameter, volume 
fraction, thickness

Light scattering and 
absorption

Powder Wettability, porosity Droplet deformation

For stolen content:

For fake content:

Fake Audio
[Security’24]



A surge in online image theft
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● Unauthorized use of copyrighted photos and images



Threat model: adversaries steal online photos

Shared

39

Steal images after 
image editing

Charlie’s iPhone 
Photo Album

Charlie Mallory

Post on Mallory’s 
social media

Image Editing



Threat model
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● Attacker’s goal: 
o Alter the image to avoid detection of image theft 
o Preserve image content and quality for economic value

● Attacker’s capabilities:
o Use image editing software and test against detection methods
o No transformations that completely alter or regenerate the image



How can social media combat image theft?
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How to help Charlie combat 
image theft?

Search from image database
Physical Proof of 

Ownership

“Physical Token”



Hardware traces
due to manufacturing 

imperfections

Utilize camera “fingerprints”

“Fingerprint”
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● Unique hardware traces due to manufacturing imperfections
● Identify the specific camera that took a particular photo



Imperfect
Each pixel has
some offsets

PRNU-Induced
Noise Pattern

Perfect
Same value across 

all pixels
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PRNU: the most distinctive hardware trace
● Photo Response Non-Uniformity (PRNU) captures differences in electrical 

conductivities of photodiodes in image sensor

Image Sensor 

Uniform
white light
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PRNU: the most distinctive hardware trace
● PRNU is a noise pattern residing in images
● Same sensor produces similar patterns regardless of image editing

Image Sensor 

Uniform
white light

PRNU-Induced
Noise Pattern

Original Image

Edited Image



PRNU 
Extraction

Reference Noise Pattern, 
Ref

Compare similarity
Sim. > Threshold ? 45

Related work: general pipeline of using PRNU

PRNU 
Matching

Test Noise Pattern, Test
(From A Suspicious Image) 

TestRef

An Image Taken by 
Charlie’s iPhone

● Related work focuses on extracting and matching noise patterns
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Related work: limitations
● Extremely sensitive to geometric transformations and distortions

Examples of Transformations

PRNU 
Matching

Examples of Distortions

f1 fn…Transformation functions
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Can we detect image theft even when attackers 
could freely edit images?



Our work: CAMPrints
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● Detect online image theft using camera “fingerprints” (i.e., PRNU-induced 
noise pattern) as physical proof of ownership

Notify
Charlie

Coarse-Grained 
Detection

1

Image 
database

Sync

Charlie provides 
reference photos 

taken by his device

CAMPrints
Fine-Grained 

Detection
2

Suspicious Reference
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Test A
(f1: color effects)

Test B
(f2: distortion)

Test C
(f3: crop+resize)

Sim.

A B C
Test

Threshold

Failure!

Challenge #1: noise patterns do not match directly
● Direct matching of noise pattern often fails

We need a robust solution
when Ref and Test are 
not spatially aligned

Examples of noise patterns

For illustration purpose

Ref
(original)
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Core idea #1: representation learning
● A noise pattern should be recognizable even after transformations

Representation Learning
form tight clusters regardless of 

transformations (fn)

Camera 1 Camera 2

Camera 3Processed
by f1

Processed
by f2

Processed
by f3

Test A
(f1: color effects)

Test B
(f2: distortion)

Test C
(f3: crop+resize)

Ref
(original)



Design of CAMPrints
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● Instead of matching noise patterns, we match the embeddings of them

Training Phase
Input

Public Dataset of Images and 
Corresponding Camera Labels

Verification Phase
Input

Reference and Suspected

Noise Pattern 
Extractor

Embedding
Extractor

Matching

Notify Users

Data 
Processing

    

Noise Pattern 
Extractor

Embedding
Extractor
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Challenge #2: image editing operations
● Freely edit images as long as image content and quality is preserved (i.e., 

within a quality budget)
● A wide range of image editing types and combinations

Examples of image editing 
operations on iOS 

Examples of image editing 
operations on Photoshop



Core idea #2: representative image editing
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● We select a small yet representative set of image editing
● Categorize the effects of image editing

Original

Effect (1) Pixel value changes from Color1 to Color2

Color Effects

Effect (2) Pixel location shifts from Loc1 to Loc2

Crop + Resize

Loc1 = (13, 5)

Loc2 = (12, 8)



Core idea #2: representative image editing
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● Quantify pixel value changes using histograms
● Quantify pixel location shifts using motion vectors

Motion VectorColor Histogram 
Difference

Effect (1)

Effect (2)



Core idea #2: representative image editing

55

● 2D feature space simulating both effect (1) pixel value changes and (2) 
pixel location shifts

Feature Space
to characterize image editing

A

DC

B E

F

Effect (2)

Motion Vector

Effect (1)

Color Histogram 
Difference



Core idea #2: representative image editing

56

● Select largest spanning circle as the representative operation
● Continue selecting to fill up the uncovered regions

A

DC

B E

F

Effect (2)

Motion Vector

Effect (1)

Color Histogram 
Difference

Set (A, B, E, F) is one of the 
representative set



Design of CAMPrints

Training Phase
Input

Public Dataset of Images and 
Corresponding Camera Labels

57

Data 
Processing

    

Noise Pattern 
Extractor

Embedding
Extractor

(                             )
f1

fn

…

● Instead of 40+ image editing operations, we use only 4 representative ones



Experiment setup
● We ensure at least three different instances per make-and-model to 

evaluate the instance-level accuracy 

● We train the model with only four operations and test on 40 other operations 
and combinations
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● Demonstrates overall average ROC-

AUC of 0.92, outperform baseline 

methods by 1.8x

● Remains compatible to existing PRNU 

extraction methods

● Remains robust against number and 

order of image operations

● Generalizes to unseen image processing 

operations

● Generalizes across commercial software

● Yields 80% less false positives compared 

to Reverse Image Search

Summary of evaluation results

59

PRNU 
Extraction



General Framework

Data analysis and inference

Intrinsic
properties

Security Analysis

Robust Algorithms

“Physical binding” 
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Methodological Generalization
● Physical bindings to content creation process
● Security analysis and robust algorithms for usable defences

Content creation
process

...
Media modalities

Target

Sensors



61

Research landscape

Physical Domain Digital Domain
e.g., liquids & medicines e.g., images & videos

Liquid form
[MobiSys’22]

Fabric form
[SenSys’23]

Powdered form
[MobiSys’24]

Tackle counterfeit, substandard physical 
products using commodity cameras only

Note: different physical forms require distinct 
scientific insights and technological innovations

Tackle stolen or fake digital content using 
capture or creation process

Fake Image
[Oakland’26]

Photography
[MobiSys’25]

Digital Art
(Ongoing…)

Robust Image Retrieval
[ArtSec’26 co-located with Oakland’26]

For stolen content:

For fake content:

Fake Audio
[Security’24]
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My journey so far

• LAPD [SenSys’21]
• LiquidHash [MobiSys’22]
• FilterOp [SenSys’23]
• PowDew [MobiSys’24]
• CAMPrints [MobiSys’25]

• Foice [Security’24]
• WRATH [Oakland’26]Mobile Security

● Publish in top-tier mobile and security conferences
● Multiple awards from the mobile community for recognizing our contribution 

in building ubiquitous intrinsic provenance systems

Best Poster

Best Poster
Best Paper



Future research

Build widely usable provenance systems. 63

● Direction #1: improve usability of provenance systems

Example:

Insight: co-design of packaging (hardware) and extraction 
of intrinsic properties of physical content (software) Target

Extrinsic
Provenance

e.g., RFID tags

Camera
(Sensor)

InduceCapture



Future research

Build widely usable provenance systems. 64

● Direction #1: improve usability of provenance systems

Example:

Insight: low-cost, high-resolution, high-speed sensors 
(e.g., event cameras) could reduce human effort Target

Human
Effort

Low-cost 
Sensors

InduceCapture



Future research

Build widely usable provenance systems. 65

● Direction #2: improve robustness of provenance systems

Insight: robust against a wide range of attacks (e.g., 
physical attacks, adaptive attacks, generative attacks)

Example:

“Recapture” 
attack

Creation
ProcessEvidence

Recovering Target

Sensors
Algorithms

Extrinsic
Provenance

Encoding



Future research

Build widely usable provenance systems. 66

● Direction #3: improve coverage of provenance systems

Insight: increasing use of AI models in daily lives 
requires broader coverage of provenance systems

Example:

Data 
Provenance

Decision 
Provenance

Training
ProcessInference

Behavior

Data
Decision

Provenance Encoding

Target
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Thank you!

Bangjie Sun
PhD Candidate | Research Assistant 
National University of Singapore
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