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Building Widely Usable Provenance Systems for
Physical and Digital Artifacts

Bangjie Sun

PhD Candidate | Research Assistant | National University of Singapore

NUS Computing



The story of Salvator Mundi ...

Origin e
By Leonardo da Vinci

1958 »-
Suspect of counterfeit || '
Sold for only £45 L g Provena nce
Something’s origin

A record of ownership; a guide
to authenticity or quality

______________________________________

______________________________________




Importance of provenance in modern society

e Problems arise without evidence of origin, authenticity and ownership
Provenance evidence

Are you huying fake skincare products online?
The problem is more common than you think

Lab te§ts on sk_i E E Register . e
Origin:

authorised retail
risks

Fake alcohol deaths highlight SE Asia's Where do ingredients come from?
~ methanol problem

; [— FAKE LUXURY (4Y  Authenticity:
—-== [FRAGRANCES ==  [sitgenuine and from an authorized
SEIZED| seller or brand?

ay ni
t \ h p dth e same i t
fmd

Ownership:
Has it ever been sold, returned,
resold, or repackaged?

Manufacturers, retailers, consumers

Counterfeit consumer goods




Importance of provenance in modern society

e Problems arise without evidence of origin, authenticity and ownership

2.5 billion online images stolen every day in

2018

— _Billions of fake images, videos

— generated by Al rewrite human memory Origin:

according Prolonged « ‘Mass theft’: Thousands of artists call for Who created this image/video?
social medi AT art auction to be cancelled _ o )
in face of e — What is the original source?

ORI b o i | )
i » Authenticity:
P > Is it edited after creation? Is it
generated by Al?

Ownership:
Who owns the copyright?

Image Theft by

Content creators, platforms

Fake & stolen digital content




Importance of provenance in modern society

Verify the origin, authenticity and ownership of

physical and digital artifacts.




We recover provenance evidences, but...

e Existing solutions rely on extrinsic evidences
e Extrinsic provenance: from “name card” attached outside the artifact itself
Wnlm” 3

717271883927 E’»v»p«;,.
Barcode Invisible marker

‘ ‘ ti;.:\;) 601/7

RFID tags

Differentiation often relies on labels & packaging Examples of extrinsic evidences



Problems with extrinsic provenance

e Easily modified, duplicated, removed, or forged
e More severely, detached from the artifact itself

aging o |”IH”IH” Nj 604/ j
+  packaging only m b ’;’f
\' G s :

It does not tieto

the artlfact itself

RFID tags

Second-hand empty perfume bottles Examples of extrinsic evidences



Intrinsic provenance is the right way

® |ntrinsic provenance: from evidence recovered from intrinsic properties

(“DNA”) inherent to the artifact itself

Chemical
compositions

05 Physical

'..I,v.}" properties
| & proprietary software )
content Laboratory testing Intrinsic properties

(“DNA”)



Intrinsic provenance is the right way, but...

® |ntrinsic provenance: from evidence recovered from intrinsic properties

(“DNA”) inherent to the artifact itself

Inaccessible

" AR e
14 " _
\ - >
7\
LRGN =
a ‘," A
\

- Specialized equipment
. & proprietary software )

Physical
content

Laboratory testing Ordinary consumer



It applies to digital content as well

e Ubiquitous intrinsic provenance also benefits digital content
e \Wide deployment without proprietary software/expertise

v| fjO]v]o
EEOME) Platforms
O[O«

Copied/Edited

Photography

Metadata Source device / capture process

10



My research aims to

Build widely usable intrinsic provenance systems to
address societal issues in physical and digital domains.

11



Research landscape

Physical Domain

e.g., liquids & medicines

Tackle counterfeit, substandard physical
products using commodity cameras only

WA | Liquidform | &[], Fabric form
ﬂ[.] [Mobisys'22] | | [T [Sensys'23]

Powdered form
[MobiSys’24]
Note: different physical forms require distinct
scientific insights and technological innovations

Digital Domain

e.g.,images & videos

Tackle stolen or fake digital content using
capture or creation process

For stolen content:

I—a—l [ Photography] — — Digital Art

o | [MobiSys'25] (Ongoing...)

Robust Image Retrieval
[ArtSec’26 co-located with Oakland’26]

For fake content:

Fake Image ' )) Fake Audio
[Oakland’26] [Security’24]

12



MUNCHIES

A Huge Amount of Deadly Fake Booze Was

Confiscated from Resorts in Mexico

Death By Fake Alcohol

The ASEAN Post Team
16 January 2021

This file photo shows seized bottles of alcohol displayed before being d. yed by Ind i i

In recent months, we have increasingly heard stories of counterfeit or sub-qu

masks, medicines and sanitisers during the pandemic.

Fake honey scandal widens to Australian-sourced
brands

The Real Reason Your Olive Oil Is DN - Et—
Probably Fake

| BY MICHAEL SOMMERS / UPL

There are healthy fo
authentic extra virgi
seemingly unlimited

case.

Investigative journal
which blew the lid o:
shocked America wh

olive oils sold in the

- e

Food Fraud Costs the Global Food
Industry $10-15 Billion Annually

By Chris Cattini on 04-Apr-2016 10:00:00
|| l li
=

In 2008, melamine was added to milk and infant formula to increase its protein content. This led to the

hospitalisation of around 54,000 infants, 6 deaths from kidney stones and, ultimately, a number of

criminal prosecutions, resulting in 2 executions.

13



Counterfeit liquid food products

e Detrimental health effects to consumers

MUNCHIES
FoooBYwIcE

A Huge Amount of Deadly Fake Booze W

Confiscated from Resorts in Mexico oney scandal widens to Australian-sourced ‘

Regulators seized 10,000 gallons of tainted alcohol from a local supplier

after raiding dozens of resorts and i ross C. nd Playa Death BY Fake Alcohol

el Commer: The ASEAN Post Team @000
% oy ke Paaet 16 January 2021

ason Your Olive

16 Augus2073000m [ Share W Tnsst ) San

Aseries of recent police raids in Mexican resort towns have turned up

stockpiles of low-quality alcohol produced under "bad manufacturing te awful and unhealthy foods that taste

or as intimates refer it: EVOO — which

practices; the Milwaukee Journal

Sentinel reports, The official discovery of
ain why tourists in the area have

recently been experiencing adverse—and in at least one case, fatal—

a rash of fake booze may begin to

pefits — if, indeed, it's authentic. Unforty

reactions to their all-you-can-drink refreshments.

This file photo shows seized bottles of alcohol displayed before being destroyed by Indonesian customs in Jakarta. (AFP Photo)

Jueller is author of the whistleblowing cl

i oil trade by exposing how rampant it is
In recent months, we have increasingly heard stories of counterfeit or sub-quality face

masks, medicines and sanitisers during the pandemic. udulent

Food Fraud Costs the Global Food
Industry $10-15 Billion Annually

8y Chris Cattini on 04-Apr-2016 10:00:00

In 2008, melamine was added to milk and infant formula to increas rotein content. This led to the

n of around 54,000 infants, 6 deaths from kidney stones and, ultimately, a number of

ecutions, resulting in 2 executions.

fned to 60 Minutes that "around 75 to 80 percent" of extra virgin W

14



Counterfeit liquid food products

e Detrimental health effects to consumers
e Significant monetary loss to manufacturers

MUNCHIES

A Huge Amount of Deadly Fake Booze Was oney scandal widens to Austrafian-sourced

Confiscated from Resorts in Mexico The Real Reason Y

Regulators seized 10,000 gallons of tainted alcohol from a local supplier

bl e Death By Fake Alcohol

el Cemeny The ASEAN Post Team (oY £ X Xin)
@ By e pean 16 January 2021

16 August 207 300am [ e W Tnest @ S

Aseries of recent police raids in Mexican resort towns have turned up

it taste awful and u

of low-quality alcohol produced under *bad manufacturing
‘oil, or as intimates

ibenefits — if, indeed

reactions to their all-you-can-drink refreshments.

 Mueller is author ¢

ive oil trade by expd
Haimed to 60 Minu

In recent months, we have increasingly heard stories of counterfeit or sub-quality face

Food Fraud Costs the Global Food
Industry $10-15 Billion Annually

By Chris Cattini on 04-Apr-2016 10:00:00

In 2008, melamine was added to milk and infant formula to increase its protein content. This led to the
hospitalisation of around 54,000 infants, 6 deaths from kidney stones and, ultimately, a number of

criminal prosecutions, resulting in 2 executions.

o & . € fraudulent
masks, medicines and sanitisers during the pandemic.

w
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Threat model: counterfeiters adulterate liquid content

e Replace alarge portion of liquid content with substitutes
e Package in authentic bottles and seal to factory standards

Original Su bstitutes\)

Olive Oil jé» Peanut SR an ==
- ‘Hm \ | & = five Ol f o

( ‘ - _ 0

S psuall O 50%

skl iy

», !"“ b
kY

By

Up to $700 Less than $5

ADULTERATION

16



Threat model

e Counterfeiter’s goal:
o Adulterate the liquid content to strive for economic gain
o Preserve product appearance and packaging to deceive consumers

e Counterfeiter’s capabilities:
o Use cheap substitutes to replace a substantial portion of original content
o Repackage liquid content in authentic bottles

Original Substitutes

Ol|Ye Oil == Peanut Soybean Corn ‘; =
& d 1 — Nt
’ = A e
() Usually 30 - 50% a
N = ") J T I T
& = f(kﬁ‘ & 2 #8 th »w & —... S—w >-.-«

ADULTERATION
Up to $700 Less than $5 17




Use case: verify authenticity of olive oil

—1

SUPERMAR

K'E—T|

def

O/n Oz
'

&

18



Use case: verify authenticity of olive oil

How can you tell which one is
authentic?

19



State-of-the-art solutions

® Industrial and laboratorial solutions

Optical-based | Mechanical-based

Disadvantage:
® Require costly and specialized equipment

® Require opening of the bottle to take liquid samples

20



State-of-the-art solutions

e Academic proposals

Wireless signals | Smartphone vibration
o)
RFID ® ﬁ ng @
[Ha, NSDI’20] [Yue, MobiSys’19] [Huang, MobiCom’21]
Disadvantage:

® Require additional and specialized equipment

® Require opening of the bottle and controlled settings



f
i

Can we verify authenticity without opening bottles and
using only commodity devices?

22



Our Work: LiquidHash

Manufacturer’s
Cloud

_1
SUPERMARKET

) I Adulterated

Authentic

ol oIl ol o (IS Sl 55105350 6
Smartphone
Slow Motion Video




Liquid properties

e Unique liquid properties in each type of liquid

Density

Viscosity

Surface tension

24



Liquid properties

e Unique liquid properties in each type of liquid

—

DenSIty Adulterated Authentic

. . . Liquid Liquid

Viscosity | | |||~  properties authenticity
Surface tension B



Liquid properties

e Unique liquid properties in each type of liquid
e Using cameras to directly measure liquid properties is not practical

3@
w What do we do with this setup?

26



Bubble characteristics

e Bubble characteristics are a model of liquid properties

.

Size n
Bubble
h -
SIENE characteristics
j Speed B

ol
Vodka Olive Oil Honey
] 8 A

¢ -

27



Bubble characteristics

e Bubble characteristics are a model of liquid properties
e Capture bubbles to infer liquid authenticity

il

Adulterated Authentic
Liquid
authenticity

LIqUIC.i
properties
Bubble
Core idea of characteristics |, II

LiquidHash

Infer

28



Our Work: LiquidHash

Human interaction:
Flip once!

—1

SUPERMAR

7]

nnnnn
3

i N o o 0§17
‘ ¥ 5|l =
N ‘!«} e|le|l e s 0iHO{0H0
2 Y sunrLows OIS PEANUT ol | PEANI utT
N e OIL IL
% 1 % SOYA BEAN | || SOYA BEAN

29



Our Work: LiquidHash

Manufacturer’s
Cloud

y I Adulterated
3 @

—1

SUPERMARKET

. Authentic "
Trained % 3
Model /J i

¢y |
.
Bubble (
characteristics %,

Smartphone
Slow Motion Video

nnnnn
3

SUNFLOWER)

SOYA BEAN
oiL

30



Evaluation setup

e \We test LiquidHash with olive oil, honey and vodka
o Jinstances of authentic liquid products

o 8instances of adulterated liquid products

olive oil (L & rii =

@ W)l peanut Bt sunflower [l comn
honey 6 @

honey

| [f__é‘
vodka  [© =

- { | water

authentic

adulterants

31



Evaluation setup

e Foreachinstance, we test two detection methods

~y Partlc1pant
Fli s
.| Bo
&
VS
Smartphone
LiquidHash Baseline: No Assistance
70 tests x 5 Participants Participants can interact freely with liquid

Leave-one-out approach products except opening the bottles 5



Summary of evaluation results

® Demonstrates overall detection ® Generalizes across adulterant

| |

1 1

I I

: = . A ! concentrations

i accuracy up to 95% éé = ! gﬁi
I Sw. : 7

® (Generalizes across bottle dimensions

33



Main results

Accuracy (%)

LiquidHash outperforms No Assistance baseline in all use cases of

olive oil, honey and vodka
100
75 1
50 - I
25 + o
Ollve 0|I Vodka
\_'_I

Part1c1 ant
-

Smartphone

Bl LiquidHash

No Assistance

34



Methodological Generalization

e Commodity RGB cameras as the tool to extract intrinsic properties
e Utilize capturable physical phenomenon as proxy

Physical forms

Sy 7
R LN ]

;— [—] L=
Capture ghysim

Camera phenomenon
(Sensor) Proxy
| .
\\
Data analysis and inference Target \ -
“Hidden”

| Physics Principles | == ===
+ Intrinsic
>

I ’
| 1
[ Learning Algorithms | , broperties |

35



Research landscape

Physical Domain

e.g., liquids & medicines

a Liquid form ;;:;
0] [MobiSys’22] T

Density, viscosity,

Liquid surface tension Rising air bubbles
. Fiber diameter, volume  Light scattering and
Fabric . . .
fraction, thickness absorption
Powder Wettability, porosity Droplet deformation

Digital Domain

e.g.,images & videos

Problem 1: generalize to media modalities
Similar to physical products, different forms of
digital content require distinct innovations

— Problem 2: identify intrinsic properties

Form Intrinsic properties Mon\

Unlike physical properties, intrinsic properties
of digital content are not as straightforward

Problem 3: extract properties robustly
Adversaries have more control over the digital
content to “hide” intrinsic properties

36



Research landscape

Digital Domain

e.g.,images & videos

Tackle stolen or fake digital content using
capture or creation process

For stolen content:

I—ﬁ—l [ Photography] - 7~ Digital Art

o | [MobiSys'25] (Ongoing...)

Robust Image Retrieval
[ArtSec’26 co-located with Oakland’26]

For fake content:

Fake Image ' )) Fake Audio
[Oakland’26] [Security’24]

37



A surge in online image theft

e Unauthorized use of copyrighted photos and images

Home

“A lot of photographers find out about
image theft when the culprits tag
them infsocial media}

@ OVER 2.5 BILLION ONLINE IMAGES ARE STOLEN
EVERY DAY, COPYTRACK REPORTS

Top social media sites for image theft*

ofinages iaen s _ 241 21%  19%  15% 2% 1%
usinesses are altered

For every image used illegally, @



Threat model: adversaries steal online photos

[@ n flickr B]

O Charlie

social media

t Shared ‘ ‘ Post on Mallory’s

o

Charlie’s iPhone

Photo Album

Steal images after
image editing




Threat model

e Attacker’s goal:
o Alter the image to avoid detection of image theft
o Preserve image content and quality for economic value

e Attacker’s capabilities:
o Useimage editing software and test against detection methods
o No transformations that completely alter or regenerate the image

40



How can social media combat image theft?

“Physical Token”

Physical Proof of
Ownership

Search from image database

How to help Charlie combat
image theft?

41



Utilize camera “fingerprints”

e Unique hardware traces due to manufacturing imperfections
e I|dentify the specific camera that took a particular photo

Hardware traces
due to manufacturing
imperfections

4 2

“Fingerprint” 5

)




-7/

PRNU: the most distinctive hardware trace

e Photo Response Non-Uniformity (PRNU) captures differences in electrical
conductivities of photodiodes in image sensor

OQutput Lines

Photodiodes,

Uniform
white light

Perfect
Same value across
all pixels

PRNU-Induced
Noise Pattern




PRNU: the most distinctive hardware trace

e PRNU is a noise pattern residing in images
e Same sensor produces similar patterns regardless of image editing

PRNU-Induced
Noise Pattern

I- ------------ -I
1 b Q-V Conversion :
. I Photodiodes e
Uniform : . : ST s
white light | ! : L
| pes | S Eag
| ! 1 ai
J LT I Sy
Wi W 1 W I T
I W W W I R
\ = M — — — I : :
: ; i
1
1
J

Edited Image

44



Related work: general pipeline of using PRNU

e Related work focuses on extracting and matching noise patterns

: Extraction e
An Image Taken by Reference Noise Pattern,
Ref

Charlie’s iPhone

/
/
/
/

-’ o » PRNU .
Matching ' et rest
; |
Test Noise Pattern, Test A Compare similarity

(From A Suspicious Image) * Sim. > Threshold ? 45




Related work: limitations

e Extremely sensitive to geometric transformations and distortions

PRNU

projective

anslation ey

M at ch i n g » kt‘r /V ,,,,, —-—"‘"' ﬁ barrel pincushion perspective skew
/Q\ Euclidean Ae o : ‘ i
\ - curved horizon panorama complex distortion
Examples of Transformations Examples of Distortions
| J
|
Transformation functions f 1 f n

46



Can we detectimage theft even when attackers

could freely editimages?

47



Our work: CAMPrints

e Detectonline image theft using camera “fingerprints” (i.e., PRNU-induced
noise pattern) as physical proof of ownership

" 4

@ Coarse-Grained Fine-Grained
Detection Detection

& & g

Susp:c:ous Reference

Notlfy

ﬁ_ﬂrﬁ Charlie

48

Charlie provides
reference photos
taken by his device

database




Challenge #1: noise patterns do not match directly

e Direct matching of noise pattern often fails

Examples of noise patterns

Sim. .
t Failure!
------------- -[-----\----- Threshold
Ref TestA TestB TestC > Test
(original) (f,: color effects) (f,: distortion) (f;: crop+resize) A B

For illustration purpose

We need a robust solution
when Ref and Test are
not spatially aligned

49




Core idea #1: representation learning

® Anoise pattern should be recognizable even after transformations

Representation Learning
form tight clusters regardless of
transformations (f,)

o Camera 2
/’_‘x\
Ref TestA TestB TestC ': ‘
(original) (f,: color effects) (f,: distortion) (f;: crop+resize) Ck \
Processed
Processed byf, Camera3
be RPN
4 \
Processed ] ‘ \
byf, '\. '/’
\~__,/




Design of CAMPrints

e Instead of matching noise patterns, we match the embeddings of them

Training Phase
Input ( Data \ [ NoisePattern Embedding

" n Processing Extractor Extractor
n » (Bln) I» j m%:, ._
(o , ) /’ /4 n . \. T
\_

Public Dataset of Images and : %
1 Corresponding Camera Labels \LMdos__-7 ) . Cv[11-
\

— o S O O RS M RSN RSN RSN R RN MmN MmN RSN RSN RSN RSN G N MEE MEE MEE MEE RSN RSN G M MEE MEE MEE MmN RSN M G M M MEE MEE MEE MEE RS G e e MEE MEE MEE M RS G e e e e M e e e o e

————————————————————————————————————————————————

! [ Noise Pattern | Matching :

|
! Extractor mean( L_'_'_II:I:I:I) » ‘ !
: Embedding § Sompute VSim > £ 7] :
! Reference and Suspected | Extractor e Notify Users




Challenge #2: image editing operations

e Freely editimages as long as image content and quality is preserved (i.e.,
within a quality budget)
e Awide range of image editing types and combinations

Last Filter

Convert for Smart Filters

Neural Filters...
Filter Gallery...
Adaptive Wide Angle.. Alt+Shift+Ctrl+A
Camera Raw Filter... Shift+Ctrl+A
Lens Correction. Shift+Ctrl+R
Liquify.. Shift+Ctrl+x

Vanishing Point...

I ---o:
Blur Gallery ¥ Elur
Distort M Blur Mo
Noise ¥ BoxBlur..
Pixelate ¥ Gaussian Blur...
Render M Lens Blu
Sharpen Y Motion Blur...
Stylize ¥ Radial Bl
Video M Shape BI
Other Y Smart Blur...

Surface Bl

Exposure Software ¢

Examples of image editing Examples of image editing
operations oniOS operations on Photoshop 52



Core idea #2: representative image editing

e \We selecta smallyetrepresentative set of image editing
e C(Categorize the effects of image editing

Effect (1) Pixel value changes from Color, to Color,

A

M
]
.

4
= [
B -
ENER. 48N
EEEEEENE
T

a

(A e
o dee
P[]
e e L
HEEE

| £ o
= N
NN
o T
N

Original Color Effects Crop + Resize

Effect (2) Pixel location shifts from Loc, to Loc,

53



Core idea #2: representative image editing

e Quantify pixel value changes using histograms
e Quantify pixel location shifts using motion vectors

» ™ Effect(1)

NN\

Color Histogram
Difference

R N e g 4
NN NS = r g
NNNNNN N s s
LR TR TR T T
U T T T T it
L A A Vo
F Vs N Y
I NN
PN PR AN
VYO SN
KK NN 5 & a e~ ORK

VO PP e a e AN
Motion Vector

4

Effect(2) =7
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Core idea #2: representative image editing

e 2D feature space simulating both effect (1) pixel value changes and (2)

pixel location shifts

NN\

Color Histogram

Difference

» ™ Effect(1)

Feature Space

to characterize image editing

B

A

E

F

R N e g 4
NN NS = r g
NNNNNN S~ - A
'R RERR '
b vy v tf
L A A b
F Vs N Y
I SN N N\
PN PR AN
VNPT N
KK NN 5 & a e~ ORK

VO PP e a e AN
Motion Vector

4

Effect(2) =7
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Core idea #2: representative image editing

e Selectlargest spanning circle as the representative operation

e Continue selecting to fill up the uncovered regions

NN\

Color Histogram

Difference

Set (A, B, E, F) is one of the

representative set

» ™ Effect(1)

MO =y
NNNNN NS = r 7 A
NNNNNN S~ -
'R RERR '
U T T T T it
L A A b
F Vs N Y
I NN
PN PR AN
VNPT N
KK NN 5 & a e~ ORK

VO PP e a e AN
Motion Vector

4

Effect(2) =7
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Design of CAMPrints

e Instead of 40+ image editing operations, we use only 4 representative ones

Training Phase
Input

Data

/" Noise Pattern
Extractor

-~ —— o

(" Embedding )
Extractqr

: i 2
\ S 4

57



Experiment setup

e We ensure at least three different instances per make-and-model to
evaluate the instance-level accuracy

@ 5 brands
" Q. 8 make-and-model
\— 36 devices

e We train the model with only four operations and test on 40 other operations

and combinations

—
e x 4

train y %_’

CAMPrints
Model

L] '
Mex 10
single img. op.

— xN -
[| :.u_,' X 30 {ref_img, .} test_img
combinations Data Pair

58



Summary of evaluation results

® Demonstrates overall average ROC-
AUC of 0.92, outperform baseline
methods by 1.8x

® Remains compatible to existing PRNU
extraction methods

PRNU
Extraction

® Remains robust against number and

order of image operations

Generalizes to unseen image processing

operations

Generalizes across commercial software
# 00 B OO flickr
Yields 80% less false positives compared

to Reverse Image Search

Google

| ¢ Q

59



Methodological Generalization

e Physical bindings to content creation process
e Security analysis and robust algorithms for usable defences

Media modalities e

| H>E "» FILE h - a
Content cm
Target process
“Physical binding”
l Sensors
Data analysis and inference ;
| Security Analysis | U S
> Intrinsic

|
|
| Robust Algorithms | ' properties

60



Research landscape

Digital Domain

e.g.,images & videos

Tackle stolen or fake digital content using
capture or creation process
For stolen content:
I—ﬁ—l Photography = . 7~ Digital Art
L=, [Mobisys'25] W' (Ongoing...)

Robust Image Retrieval
[ArtSec’26 co-located with Oakland’26]

For fake content:

Fake Image ' )) Fake Audio
[Oakland’26] [Security’24]

61



My journey so far

e Publishintop-tier mobile and security conferences
e Multiple awards from the mobile community for recognizing our contribution
in building ubiquitous intrinsic provenance systems

Best Poster

LAPD [SenSys’21]
LiquidHash [MobiSys’22]
FilterOp [SenSys’23]

PowDew [MobiSys’24]

* Foice [Security’24]

: — .
Mobile | ____ [ SECUrty | . \ypaty[0akland’26]
CAMPrints [MobiSys’25]/.

Best Paper

62



Future research

e Direction #1: improve usability of provenance systems

Example: e.g., RFID tags

l‘b"&aug.

S l'ﬂ'@w-

Camera Extrinsic
— (Sensor) Provenance
WEIN2 __  SEEEEEEEEs K /
Insight: co-design of packaging (hardware) and extraction Capture Induce
of intrinsic properties of physical content (software) Target

Build widely usable provenance systems.




Future research

e Direction #1: improve usability of provenance systems

i 9 ' {

Ejection Ejection

Example:

port X por Low-cost Human
Sensors Effort
Insight: low-cost, high-resolution, high-speed sensors Capture Induce

(e.g., event cameras) could reduce human effort Target

Build widely usable provenance systems.




Future research

e Direction #2: improve robustness of provenance systems

Example:

</>
Extrinsic Encoding @
Provenance

@ — Sensors
Algorithmsk FICE 4/Creation

Evidgence { Process

“Recapture”
attack

Insight: robust against a wide range of attacks (e.g.,
physical attacks, adaptive attacks, generative attacks)

Build widely usable provenance systems.




Future research
e Direction #3: improve coverage of provenance systems

Example:

ay+ ProveTl)

. ’ Provenance _ rcoding
- (il

Decision @ @ Data

Provenance Al Modal Provenance o AT .
ecision :} A ‘/T
Insight: increasing use of Al models in daily lives raining

| /nference Process
requires broader coverage of provenance systems Behavior T get
darge

Build widely usable provenance systems.




Bangjie Sun

PhD Candidate | Research Assistant
National University of Singapore
‘v’ "' W

Thank you!

Research Interests

A central premise of my research is that no single provenance signal is sufficient on its own. Beyond
cryptographic records and other forms of extrinsic provenance, | study how visible physical signals,
sensor fingerprints, and computational forensics provide complementary intrinsic provenance for
building trustworthy systems that remain robust under adversarial manipulation. | also aim to make
provenance recovery and verification practical on commodity everyday devices rather than confined
to specialized laboratories or proprietary platforms. Ultimately, | seek to advance hybrid provenance
systems that integrate these signals not only to verify the origin, authenticity, and transformation
history of physical and digital artifacts, but also to enable accountable human-Al workflows in which
transformations, interventions, and responsibility can be meaningfully audited.

Mobile & Sensing Systems = PrRIMARY Security & Privacy = SECONDARY
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