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Counterfeit Liquid Food Products

e Detrimental health effects to consumers
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Counterfeit Liquid Food Products

e Detrimental health effects to consumers

e Significant monetary loss to manufacturers
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Adulteration - Main Source of Counterfeits

e Replace a large portion of liquid content with substitutes

e Package in authentic bottles and seal to factory standards
Original Substitutes \r'““ """"
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Use Case: Verify Authenticity of Olive Oil
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Use Case: Verify Authenticity of Olive Oil
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State-of-the-Art Solutions

e Industrial and laboratorial solutions

Mechanical-based

N
=

d 5. l$-

=

Disadvantage:

® Require costly and specialized equipment

® Require opening of the bottle to take liquid samples



State-of-the-Art Solutions

e Academic proposals

Wireless signals

Smartphone vibration

RFID

Dok

[Ha, NSDI'20]

Disadvantage:

® Require additional and specialized equipment

J 0L

[Yue, MobiSys'19]

[Huang, MobiCom'21]

® Require opening of the bottle and controlled settings
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Can we detect adulteration without opening
bottles and using only commodity devices?
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Our Work: LiquidHash
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Liquid Properties

e Unique liquid properties in each type of liquid
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Liquid Properties

e Unique liquid properties in each type of liquid

Liquid
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Liquid Properties
e Unique liquid properties in each type of liquid

e Quantifying liquid properties is impractical

Liquid !

This constrained setup 1
has limited granularity |
of information! !

|
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Liquid Properties

e Unique liquid properties in each type of liquid

e Quantifying liquid properties is impractical

®
3
w What do we do with this setup?
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Bubble Characteristics !!!

e Bubble characteristics are a model of liquid properties

Bubble

Vodka Olive Oil Honey
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Bubble Characteristics

e Bubble characteristics are a function of liquid properties

e Use bubbles to infer liquid authenticity

| Liquid

| authenticity |
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Our Work: LiquidHash

Human interaction:
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Our Work: LiquidHash
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Challenge (1): Multiple Sources of Noise

e Noise in measuring bubble characteristics in each test

i:fi
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Challenge (1): Multiple Sources of Noise

° N0|se due to human behavior

@ Rotation Motion

. Distortion
: Distance of bubbles
: Varying
resolutions
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Challenge (1): Multiple Sources of Noise

e Noise due to liquid movement
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Challenge (2): Minute Difference in Characteristics

e Difference in bubble characteristics could be minute
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Challenge (2): Minute Difference in Characteristics

e Difference in bubble characteristics could be minute

e Require fine-grained and accurate feature extraction
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How can we solve the combined challenges of
(1) multiple sources of noise and (2) minute difference?
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System Design of LiquidHash

Goal: To verify authenticity leveraging observed bubble characteristics

Video Capture

(240 fps)

For challenge (1):

Multiple sources of noise

Preprocessing

©
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For challenge (2):
Minute difference

Bubble Feature
Extraction
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Cloud

Manufacturer’s

Prediction

- Detected Liquid

Adulterated Authentic
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Pre-processing

Video frames
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Bubble Feature Extraction

= -
Cloud
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Goal: To extract fine-grained and distinguishable features
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Prediction

Goal: To decide liquid authenticity leveraging extracted bubble features

Video Capture

(240 fps)

Preprocessing

Bubble Feature
Extraction
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Enhancing Bubble Generation

Goal: To further improve performance and usability

Without 1 Our proposed
cap accessory cap accessory




Evaluation Setup (1)

e We test LiquidHash with olive oil, honey and vodka
o 3 instances of authentic liquid products

o 8 instances of adulterated liquid products

olive oil (o &1 = = 2

@ iﬂ H peanut I -2 sunflower Du ‘Icorn ; soybean
honey & syrup [ﬁ honey
! [&
vodka = 7

o5 soju { | water

authentic adulterants 31



Evaluation Setup (2)

e For each instance, we test two detection methods

~y Part1c1pant
w . g]e
=

_1

LiquidHash Baseline: No Assistance

70 tests x 5 Participants Participants can interact freely with liquid
Leave-one-out approach products except opening the bottles
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Summary of Evaluation Results

® Demonstrates overall detection ® Generalizes across adulterant

l i
i a
I accuracy up to 95% @ s ! concentrations %3
i = e - i //'

® Robust against camera-to-bottle ~ ® Generalizes across bottle

dimensions

10cm 30cm

® Robust against video framerates ® Moderately reduces accuracy without

using the bottle cap accessory




Main Result

e LiquidHash outperforms No Assistance baseline in all use

lips
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Discussion: Deployment Considerations

e Applications in supply chain to prove integrity of products

Consumers

35



Discussion: Limitations and Future Work

® |ncreasing usage of
transparent bottles

® Utilize physical
interactions to
augment vision

® Strive to gain profit using ® Utilize other modalities

cheap substitutes

|
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|
]
|
]
|
]
|
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® Attack is extremely costly |
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Conclusion

® LiquidHash uses smartphone cameras to detect adulteration

e Spur novel ways to augment computer vision on mobile platforms

Manufacturer’s — .
Cloud SUPERMARKET]|
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https://www.cyphy-lab.org/research/liquidhash

Thank you!
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Types of Counterfeit Liquid Food Products

Content

A superset that is
more difficult to detect
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Liquid Properties: Olive Oil and Substitutes

e Unique liquid properties in each type of liquid

Oil Type Density Viscosity Surface Tension
(kg/m?3) (mPa-m) (mN/m)

Olive ol 908.7+0.7 74122 31.9+£0.0

Peanut oil 912.1£0.7 72.2+£0.8 31.3£0.1
Soybean oll 915.7+0.7 57.1+1.1 31.3+04
Corn oil 915.3+0.7 59.2+0.8 31.6+0.1

Table 1: Measured properties at 23°C by [1]

[1] Shreya N. Sahasrabudhe, Veronica Rodri g z-Martinez, Meghan. O'Meara & Brian E. Farkas (2017) Density, viscosity, and surface tension of five vegetable oils at elevated temperatures: 41
Measurement and modeling, International Journal of Fo d Properties, 20:su p2 1965-1981, DOI: 10. 7080/709429 12.2017.1360905



Bubble Characteristics: Physics Model

e Bubble characteristics are a model of liquid properties

Law 1: Stokes’ Law Law 2: Young-Laplace Law
_ 2 (pair_pliquid) 2 — 920
V=% . gR Ap =275
V: Bubble terminal velocity Ap: Pressure difference
R: Bubble radius between bubble and liquid
p: Density o. Liquid surface tension

p: Liquid viscosity
g: Gravity constant
42



Liquid Properties: Impact on Bubbles

e Unique liquid properties in each type of liquid

Increasing Density

O O o0

Decreasing Bubble Size
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Liquid Properties: Impact on Bubbles

e Unique liquid properties in each type of liquid

el

Increasing Viscosity

O1O10s

Decreasing Bubble Speed



Liquid Properties: Impact on Bubbles

e Unique liquid properties in each type of liquid

Liqui
Surface tension g

Bubble

Water Droplet

OO0

Varying bubble shapes and sizes



Bubble Characteristics: Terminal Velocity

e Bubbles reach terminal velocity after some time

e Constant value determined by liquid properties and bubble sizes

and shapes

v(m.s)
50

Upward force
e.g., buoyant force

Terminal velocity
40

30
20

10 Downward force

e.g., viscous drag,
0 10 20 30 40 50 1(8) gravity




System Design: Pre-processing

Goal: To select and process frames to remove noise from multiple sources

Pre-processin
P (§4.2) &

Video Frames
(240 fps)

Frame Selection

(§4.2.1)

OK
Retry

€ Steady Frames |

Cut Steady
Frames

Pre-screening|
Test
(§4.2.2)

2

Frame Processing

(§4.2.3)
[Crop Region

Rotation

Distance
Estimation
(§4.2.4)

------------

1
1
1
1
1
1
1
1
1
Processed | |}
Frames ||
1

1

1

1

1

1

1

1

1

1

Reference
Ratio

Full processing pipeline of Pre-processing Module
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System Design: Bubble Feature Extraction

Goal: To extract fine-grained and distinguishable features

Bubble Feature Extraction (54.3) T output
Input T T Bubble Segment tation | =
i ‘ o (§e4g3t-tll;m o | i Bubble Features
" o | ""\\ "\\ Radius i o) : (Per Bl'lbble) _
4 -> : y L g Y Aspect] | 4 ! [ Radius R,-] —
Processed | ,,: @ | > @ | & _Ratio | ] | Aspect - + Statistical
FrameS : @, - \\ /, \\\ //I |Positi0n| i || : Ratio Ei Features
——— 1 -4 [} 1 —
Reference | Enhanci _ Ellipse Extracting | s o[ Velocity Wi
Ratio | RRIANCINE  Segmenting  Fitting Bubble | ! <
R | (Contrast) bubbles Information | Tll;‘:ll(l:,l?lllf | V-RRatio Tl% XN
ref . | (§4.3.2) : —~ }V Bubbles
T e et e i e i e s e i e’ S J TRt e -

Full processing pipeline of Bubble Feature Extraction Module
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System Design: Bubble Feature Extraction (2)

e Noisy separation between two classes with only bubble features

e Statistics features to further combat noise and improve accuracy

. Fake

180

160

Statistical
features

Bubble features | N E>
(per bubble) | Bubbles

140

120

Mean Velocity (pixels/second)

&
/D- 1 .88 o
% 2"1%.6 0.86 . AspectRa 40



System Design: Enhancing Bubble Generation

e Our proposed bottle cap accessory is modified from existing olive

oil tube-like caps by (1) adding small openings to refill air

(2) shrinking the aperture size to 2mm

..................

{  BottleCap |
i Accessory

Caps
(a) Our Design (b) Existing Caps
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Evaluation: Main Results for Baseline

In the use cases of olive oil, honey and vodka, Baseline: No Assistance has
O An overall accuracy of 60.0%, 77.8% and 58.3%
O 60%, 40% and 70% of fake instances misclassified as authentic

O 20% of authentic vodka and none of authentic olive oil and honey

misclassified as fake

Baseline: No Assistance

Participants can interact freely with liquid
products except opening the bottles o




Percentage (%)

Evaluation: Main Results for LiquidHash

In the use cases of olive oil, honey and vodka, LiquidHash achieves

O Significantly higher accuracy, precision and recall than baseline

O Lower performance in vodka

. . 1. Bubbles moving extremely fast
. 2. Alarge portion of bubbles have
» irregular shapes
B Accuracy Precision : o . .

100 " — Limited amount of information E
75 | captured at a frame rate of 240 fps
o0 I —

Precision = Ft /(Ft + Ff)
25 1 o o o - o o Recall = At /(At + Af )
o O N ~ o (e0]
0 (o)) (@)] (o)] (o)] (0)] (e ]

Olive Oil Honey Vodka 52




Percentage (%)

Evaluation: Main Results for LiquidHash

For different adulterants, LiquidHash achieves

100

50

O Lower accuracy in detecting olive oil adulterated with peanut oil and vodka

adulterated with soju ..,

.,..Ag
Bl Accuracyauth Accuracyfake
X I
I I |
or  Or O?\ oleo?”oXO?“ o> \z\vX \m W*
o» or" or ST TANTSRN N

Use Case | Authentic Product Adulterant %
O 4:Naturel Extra Virgin | - 0
O, :Naturel Extra Virgin | Op;:Knife Groundnut Oil 30
Olive Oil O :Naturel Extra Virgin | Opz:Golden Circle Sunflower Oil | 30
O 4:Naturel Extra Virgin | Op3:0KI Premium Soybean Oil 30
O 4:Naturel Extra Virgin | Op4:Golden Circle Corn Oil 30
H 4:Balparmak Pine - 0
Honey H4:Balparmak Pine HF:Little Bee Golden Syrup 30
H 4:Balparmak Pine Hp,:Wescobee Australian Honey | 30
V4:Smirnoff Red - 0
Vodka VA :Smirnoff Red VF1:Chamisul Soju Fresh 30
V4 :Smirnoff Red VEy:Water 30
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Evaluation: System Modules

We evaluate the performance of machine learning modules

O Deep learning models for bubble segmentation

Bl Radius Aspect Ratio Position
10| I

U-Net (LiquidHash) Hybrid Mask-RCNN

Error Rate (%)

O Machine learning classifiers for determining authenticity

B Olive Ol Honey Vodka
100

50

Accuracy (%)
87.5
91.7
80.0 H
< |95.0 H
75.0 H
5.0 H
75.0 H

AdaBoost RF Gaussian NB S
(LiquidHash)
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Evaluation: Adulterant Concentrations

For different concentrations of adulterants, LiquidHash achieves

Accuracyfake (%)

O Higher accuracy when concentration of adulterant increases

O High accuracy (>90%) in sunflower, soybean and corn oil when concentration > 30%

O Limited accuracy (<90%) in peanut oil even when concentration increases to 50%

- — - P—
. _

80 |
60

40 ¢

: peanut oil
OF,: sunflower oil
OF,: soybean oil

= O, COIn Oil

.*
.
-
-
.
-
.
.
P
-

10 15 20 25 30 35 40 45 50
Concentration of Adulterant (%)

Small difference in liquid
properties, leading to small
difference in bubble

characteristics



Accuracy (%)

Evaluation: Bottle Dimensions

For bottle dimensions with a fixed volume of 500ml, LiquidHash achieves

O High accuracy (>85%) in relatively tall bottles (i.e., height above 25cm)

O Lower accuracy (70%) in relatively wide bottles (i.e., diameter above 5.6cm)

i Bubbles travel in a shorter distance

and liquid stabilizes slowly, leading to
100

75 |
o0 i
25
0

H=15cm H=20cm H=25cm H=30cm H=35cm
D=6.6cm D=5.6cm D=5.0cm D=4.6cm D=4.2cm
V=500ml V=500ml V=500ml V=500ml V=500ml

I limited amount of information captured

95.0
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Percentage (%)

Evaluation: Bottle Cap Accessory

For the proposed bottle cap accessory, LiquidHash achieves

O High accuracy (>90%) with the accessory

O Lower but decent accuracy (>80%) without the accessory

.............................................................................................................

Smaller number of bubbles generated

Most bubbles have irregular shapes

EEE Accuracy Precision ) Extremely small number of bubbles
+00 after liquid stabilizes
SRR 0 B o O S OO OO
50 |
25 |
0 57




Accuracy (%)

Accuracy (%)

Evaluation: Video Framerates and Resolutions

For varying video framerates and resolutions, LiquidHash achieves

100

80

60

100

80

60

O Decreasing accuracy when frame rate decreases

O Decreasing accuracy when distance between camera and bottle increases

O I
) \
240 120 60 30
Frame Rate (frame/second)
. \
—
|
I L
10 15 20 25 30 35 40

Distance between Camera and Bottle (cm)

*
*
*
*
*

R R W, |
. 1. Smaller number of bubbles captured

2. Limited information of bubbles

3. Large noise in measurement
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Discussion: Attack Model of LiquidHash

® Types of liquid food products frequently attacked

Essential Oil

® Counterfeiters replace a large portion (above 30%) of original content

® Liquid properties of adulterants are different from original content
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